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Abstract

The pervasive use and exchange of digital content led to increased efforts in
the research community for efficient approaches to protect intellectual property
rights. While watermarking techniques have been used extensively for raster
image format, watermarking approaches for the vector map format have been
largely inspired from existing image watermarking techniques, without due con-
sideration to the suitability of these techniques for this different data format. A
key requirement of any watermarking approach of vector data is the preservation
of the topological quality of the watermarked data. This is sometimes referred
to as the invisibility of the watermark. For vector map data, the topological
quality and invisibility are fundamentally different, but currently submerged
into one and measured with error metrics borrowed from image watermarking,
such as Root Mean Squared Error (RMSE) and Peak Signal to Noise Ratio
(PSNR). Over the last 10 year, the research community on watermarking vec-
tor map data has repeatedly posed that error metrics alone are not appropriate
for the evaluation of watermarked vector map topological quality. In this paper,
a metric for measuring topological quality by measuring topological distortions
is proposed based on topological properties of polygon-based vector maps. To
evaluate the proposed metric, experiments with controlled watermarking ca-

pacity (i.e. how much is embedded) were run on maps of various sizes, using

*Corresponding author
Email addresses: ahmed.abubahia@port.ac.uk (Ahmed Abubahia ),
mihaela.cocea@port.ac.uk (Mihaela Cocea)



20

two popular embedding approaches, i.e. coordinate-based and distance-based
embedding. The results indicate that the metrics allow comparisons between
watermarked maps of different sizes and of different watermark sizes, and, thus,
can be used to assess the quality of watermarked vector maps. The advan-
tages and limitations of the proposed metric are discussed and further research
directions are highlighted towards an agreed metric by the research community.
Keywords: digital watermarking, disclosure, fidelity metric, gap, geospatial

map, information security, overlap, topology preservation.

1. Introduction

Geographical data have become widely available in digital format due to the
advancement in computer devices, database systems, mapping applications and
IT (Information Technology) [Il[2]. While the wide spread of geographical appli-
cations has brought many benefits for I'T consumers [3, [], it has also increased
the necessity to protect digital geographical data from illegal distribution and
modification [BHIT].

Geographical data can be categorized into two types: vector and raster
data [4, 12]. Vector data represents geographical information by using basic
geometrical shapes such as points, lines and polygons [I3], while raster data
represents information in a matrix of cells or pixels of uniform size (e.g. satellite
image data). Most geographical systems represent data in vector format [6l, [14].

Watermarking of vector map data has been researched for the last 2 decades
as a solution for the protection of this type of geographical data [12} [T5H21].
It aims to conceal a watermark into the digital asset within a specific toler-
ance, which would not cause a considerable change so that the usability of the
watermarked asset is not affected.

The vector map watermarking approaches can be categorised into two main
categories: coordinate-based approaches [2], and distance-based approaches [22].
In coordinate-based approaches, the watermark is hidden in the the Carte-

sian coordinates’ values within a specific tolerance, while in distance-based
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approaches, the watermark is hidden within the relations/links between the
Cartesian coordinates, represented as distance measurements.

A key requirement of any watermarking approach is the quality preservation
in the watermarked data [12] 23]. In the context of vector data, the quality
preservation expresses that the original vector map is not affected by the con-
cealed watermark, and is referred to as fidelity. Most often this is defined as
the perceptual degree of similarity between the original vector map and the
watermarked vector map. In the context of images (although used with vector
map data as well) it is referred to as invisibility. In both cases, the emphasis
is on the perceptual perspective [24] and is measured with error metrics, such
as RMSE (Root Mean Squared Error) and PSNR (Peak Signal to Noise Ratio)
(which is based on mean squared error). More details about the metrics used
for invisibility of vector data can be found in [12] 25| [26].

While in the context of image watermarking the invisibility of the watermark
can be taken to mean that the original image has preserved its quality [27], in
the context of vector data, the quality of the map needs to be assessed in terms
of the preservation of its topological properties, i.e. the geometrical shapes
have not been distorted in the watermarking process. Although the need for
a metric to assess topological quality preservation has been repeatedly high-
lighted [12, 28430], few rescarch works looked into this aspect [29] BIH34]. These
works discussed the importance of topology preservation, and for particular ap-
plications looked at the effect of watermarking on some topological properties.
To the best of our knowledge, a metric for quantifying topological distortion
that can be used for assessing watermarked vector map topological quality has
not yet been proposed.

In this paper, a metric based on topological properties of polygon-based
maps is proposed. Here, the focus is on three topological rules, stating that
the polygons need to be closed, that they should not have gaps between them
and that they should not overlap. Consequently, a metric that quantifies to
what degree these rules are broken is presented in this paper, i.e. how many

polygon disclosures, gaps and overlaps are present, in proportion to watermark
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size. To evaluate the metric, experiments with the two different embedding
approaches mentioned above and controlled watermarking capacity (i.e. how
much is embedded) were run on maps of various sizes.

The rest of this paper is organized as follows: Section[2|reviews previous work
on topology preservation in the context of digital vector map watermarking.
Section [3]introduces the proposed metrics for measuring the polygon disclosure,
overlap and gap aspects. Section {4| describes the experiments, including the
data used and the experimental setup for the evaluation of the proposed metric.
Section 5] discusses the experimental results, while Section [f] concludes the paper

and outlines directions for future work.

2. Related Work

In this section, the topological aspects of vector data and the importance
of their preservation are briefly outlined. Also an overview of previous work is
introduced in relevance to addressing the issue of topological preservation when
assessing watermarked vector map quality.

Unlike raster image data, vector map data has to follow topological rules that
specify constraints for the shapes, e.g. lines and polygons, used in vector maps.
The development of vector maps GIS tools (e.g. ArcGIS) [35] allows the identi-
fication of these errors, which allows them to be fixed. The value of the vector
maps is related to the precision of the data, which allows spatial analysis [36].
While it is accepted that watermarking without any effect on the precision of
vector map data is not possible [31], it is also clear that measuring the loss of
precision only with error metrics, without checking the topology preservation,
is not a good way to evaluate watermarked vector map data quality.

A recent review [I2] outlines that the most used metrics for watermarked
vector map fidelity are RMSE and PSNR, which are both error metrics based
on the mean square error. The output of error metrics gives an indication of
the precise loss caused by the watermarking process. Over the last 10 years,

the research community on watermarking vector map data has repeatedly posed
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that error metrics are not appropriate for the evaluation of watermarked vector
map topological quality [12] 28] [33].

A limited number of works have discussed topology preservation in the eval-
uation of watermarked vector maps [29] B1H33] [37]. These works are outlined
below. In [31 [32], the authors used what they call an intersection test to verify
if modifications occurred in the topology of line-based maps — more specifically,
they assessed if lines that intersected previously to watermarking still intersect
and if lines that should not intersect still do not intersect after watermarking.
They report that they compared the values of the test before and after the wa-
termark embedding, without details of how this was done, and that based on
that comparison they concluded that topology was preserved.

In [29], the authors looked at polygon closure, data topology, error analysis
and visual analysis. They also point out that in previous work data quality
is mainly assessed through error metrics borrowed from image watermarking.
They focused on tools for data inspection of watermarked vector data that allows
visual identification of polygon disclosure, self-intersect, self-overlay and overlay
for lines.

Like [29], in [33] the authors also focus on the visual inspection of topolog-
ical issues without proposing a metric to quantify them; however, through this
visual inspection, they stress the need for watermarking approaches that retain
the topology of vector data and that the error analysis on its own is not an
appropriate way of evaluating watermarking vector data approaches. In more
recent work [37], data accuracy (i.e. the difference in coordinates values between
the original and the watermarked maﬁﬂ) is discussed in relation to watermarked
vector data quality of polyline-based maps. They talk about the assessment of
distortion, but they only look at data accuracy and assess it with error metrics.

In summary, previous work highlighted the importance of topology preser-

vation and proposed visual inspection for identifying distortions after water-

Isome research uses the term fidelity to mean both data accuracy and invisibility; other

research distinguishes between these terms, which is also the case for the work discussed here
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marking. In this paper, to take this work further, a metric for quantifying
topological distortions of polygon-based vector maps is proposed. The next

section describes the proposed metric.

3. Metric for topological distortion

This section presents the proposed metric for judging the topological qual-
ity of watermarked GIS vector maps in line with the required standards for
spatial data analysis tasks. Such standards are identified by several organisa-
tions working with and regulating the use of spatial data. Here, this paper
follows the topological rules defined by the Environmental Systems Research
Institute (ESRI), which supports the OCGE| and ISO/TC211E| geospatial stan-
dards.

ESRI defined a set of polygon-based shapefiles topology rules E| to ensure the
quality of polygon maps for spatial analysis tasks. In relation to the research of

digital vector map watermarking, the significant rules are:

e Each polygon must be in the form of closed shape. A polygon is defined
by a series of points, with the first point being the same as the last point;

if the first and the last point are not the same, the polygon is not closed.

e Polygons must not overlap each other. This rule specifies that the interior

of polygons must not overlap; polygons can only share edges or vertices.

e The map must not have gaps between polygons. This rule specifies that
there should be no voids within a polygon or between neighboring poly-

gons, so that all polygons form a continuous surface.

In this paper, three metrics are proposed in relation to these rules by quanti-

fying the number of times the rules are broken proportionately to the size of the

%http://www.opengeospatial.org/docs/is
Shttp://www.isotc211.org/
4http://help.arcgis.com/en/arcgisdesktop/10.0/help/001t/pdf/topology_rules_

poster.pdf
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watermark. Also an overall metric as an average of the three metrics is defined,
which can be used to compare topological problems across different watermark-
ing approaches and map sizes. The metrics and the way they are calculated are

described in the following subsections.

3.1. Polygon Disclosure

The polygon shape is formed by a sequence of vertices where the coordinates
of the first point and the last point must be the same. Polygon disclosure occurs
when this constraint is not met, i.e. the coordinates of the first and the last
point are different.

In the watermarking process, there is a potential of having the polygon
disclosure issue since the process of inserting the watermark is modifying the
redundant bits of data, and the modification of different points may be done
in different ways. For example, adding a watermark bit of 1 to the first point,
while adding a watermark bit of —1 to the last point, would lead to disclosure.

Consequently, it is important to assess whether the polygon closure has been
affected by the watermarking process. For this purpose, the condition used is
that the coordinate value pair of the first point and the coordinate value pair

of the last point must be the same, as shown in Equations and .
F, =1L, (1)

and

F, =1, (2)

where F} is the x-coordinate of the first point, L, is the xz-coordinate of the last
point, F, is the y-coordinate of the first point and L, is the y-coordinate of the
last point.

The metric for polygon disclosure in the watermarked map is defined in
Equation as the proportion of disclosed polygons from all watermarked poly-

gons:
Z:L:w 1 di

N

M, = (3)
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where M, represents the disclosure metric, n,, represents the number of water-

marked polygons and d; is defined as in Equation :

, R, AL,
, if F, # L, (4)
0, otherwise

for each polygon ¢, where i takes values from 1 to n,.

8.2. Qverlap and Gap Identification

The overlap within the map polygons is a potential issue after inserting the
watermark bits. This affects the map topology against the rule that the interior
of polygons must not overlap, which means that an area cannot be shared by two
or more polygons, i.e. polygons can only share edges or vertices. For example,
the satisfaction of this topology rule is important for modeling administrative
boundaries, such as voting districts, postal codes or land cover type.

The gaps between the map polygons could also be a consequence of the
watermark insertion process, which has the effect of creating voids between
adjacent polygons, while the topology rule requires that all polygons must form
a continuous surface. This rule is significant in the context of spatial data
analysis because it changes the perimeter of the surface. For example, when
polygons define the type of soil in a particular area, there should be no gaps
between polygons, i.e. the entire area needs to be defined in terms of the soil
type; a gap would mean that the soil type (for the surface defined by this gap)
is not known.

Algorithm [T] shows how the number of overlaps and gaps are identified. The
inpolygon function in Matlab is used for this purpose, which establishes if a
point is in or on the edge of a polygon. Thus, for all watermarked vertices, this
function is applied with reference to the original polygon. If the watermarked
vertex is within the original polygon, a gap is created, while if the watermarked

vertex is outside the original polygon, an overlap is created.



Algorithm 1: Overlap_Gap_Calculation

Input : The original and watermarked maps: M,, M,
Output: Gaps, Overlaps

1 sum; =0

2 sums =0

3 sumz =0

4 for each watermarked polygon P, in the watermarked map M,, do

5 [in, on] = inpolygon(zp, ,ypr,,TP,,YP,)

// zp, and yp, are vectors holding the x and y coordinates
values of the watermarked polygon P,; zp, and yp, are vectors
holding the = and y coordinates values of the corresponding
original polygon P,

// in indicates if the points are inside or on the edge of the
polygon; on indicates if the points are on the edge of the
polygon

6 sumi = sumi + numel(zp, [in])

// the number of points inside or on the edge of the polygon

7 sumsg = sums + numel(zp, [on])

// the number of points on the edge of the polygon

8 sumg = sumg + numel(zp, [~ in])

// the number of points outside the edge of the polygon

9 end

10 Gaps = sumi — sums

// the number of points inside the original polygons for the whole
map

11 Overlaps = sums

// the number of points outside the original polygons for the whole
map

12 return Gaps, Overlaps
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The quantified measure for the overlap issue in the watermarked map is
defined in Equation as the proportion of overlapping polygons from all wa-
termarked polygons:

> Vo

M, = Sl (5)

where Ms represents the overlap metric, V,, represents the number of water-
marked vertices and V, represents the number of vertices placed outside their
original polygon after watermarking, thus leading to overlaps.

The quantified measure for the gap issue in the watermarked map is defined
in Equation @ as the proportion of gaps between polygons from all water-

marked polygons:
Vi
_ Zi:l Vgi

Ms V.

(6)

where M3 represents the gap metric, V,, represents the number of watermarked
vertices and Vj represents the number of vertices placed within their original

polygon after watermarking, thus leading to gaps.

3.8. The Owverall Metric

The overall metric is defined as the average of disclosure, overlap and gap

measurements that were described in the previous subsections — see Equa-

tion . ,
M= Zi:gl M;

(7)
where M represents the overall fidelity metric, M; represents the disclosure
metric, My represents the overlap metric and Mj3 represents the gap metric.
For all metrics, the values are between 0 and 1, where a value of 0 indicates no
topology problems, and 1 indicates the maximum number of topology problems.
For example, for the overall metric a value on 1 means that all watermarked

polygons are disclosed and that overlaps and gaps take place for all watermarked

vertices.

10
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(a) Map of Morocco (47 poly- (b) Map of Swaziland (53 poly-
gons, 7523 vertices) gons, 7678 vertices)

Figure 1: Dataset 1.

(a) Map of Congo-Brazzaville (b) Map of Guinea (56 poly-
(46 polygons, 12511 vertices)  gons, 21304 vertices)
Figure 2: Dataset 2.

4. Experiments

This section describes the experiments that are conducted for the evaluation
of the proposed metrics, including the data used and the way of controlling the
embedding of the watermark to assess the comparability of the results across

maps and watermarks of different sizes.

4.1. Data Description and Experimental Setup

To evaluate if the metrics allow comparisons for maps of different sizes in
terms of number of polygons and number of vertices, four datasets (of two maps
each) combining high and low numbers of polygons and vertices were used,

respectively:

11
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(a) Map of Egypt (129 polygons, (b) Map of Chad (347 polygons,
5992 vertices) 19542 vertices)

Figure 3: Dataset 3.

(a) Map of the Ghana (138 poly- (b) Map of Burkina Faso (351
gons, 243329 vertices) polygons, 113996 vertices)
Figure 4: Dataset 4.

e Dataset 1 includes maps with small number of polygons and small number

of vertices.

e Dataset 2 includes maps with small number of polygons and large number

of vertices.

e Dataset 3 includes maps with large number of polygons and small number

of vertices.

e Dataset 4 includes maps with large number of polygons and large number

of vertices.

Within each dataset, the two maps are chosen to represent opposite ratios
of number of polygons to number of vertices, i.e. one map has on average a

smaller number of vertices per polygon compared with the other map in the

12
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same dataset.

Also, the size of the watermark is controlled, i.e. 25%, 33% and 50% of the
original map, to show that the metrics can be used to compare watermarked
maps not only of variable map size, but also variable watermark size.

Table [1] lists the maps of the four datasets, their number of polygons and
vertices, the average number of vertices per polygon, as well as the number of
polygons that correspond to the proportions of 25%, 33% and 50%, which are
used when embedding the watermark. Figures 1 to 4 illustrates the eight maps
of the four datasets.

Table 1: The datasets (D) with corresponding number of polygons (#P), vertices (#V) and

number of polygons for proportions of map size.

D Map #P #V Avg Proportions

25% 33% 50%

1 Morocco (MOR) 47 7523 160 12 16 24
Swaziland (SWA) 53 7678 144 14 18 27
o Comso-Brasaville 12511 271 12 16 23
(CNG)
Guinea (GIN) 56 21304 380 14 19 28
3 Egypt (EGY) 129 5992 46 33 43 65
Chad (CHA) 347 19542 56 87 116 174
4 Ghana (GHA) 138 243329 1763 35 46 69

Burkina Faso

(BUF)

351 113996 324 88 117 176

The proposed metrics are defined in relation to the watermark size to allow
comparison across maps and watermarks of different sizes. This relativity to the
watermark size should results in our experiments in similar metrics values for all
the maps within the same dataset, as well as across all datasets. In other words,
the experiments were set up to show that regardless of map size, comparisons

on the distortions introduced by watermarking still can be made.

13
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The maps used in our experiments are freely available, in ESRI shapefile
format, from the map maker Websiteﬂ Maps that are freely available Were used
to facilitate the development of benchmarks in the context of vector data, as one
of the important aspects of bringing research in this area forward, by making it
possible to compare different developments.

ESRI Shapefiles (.shp) are produced by ESR]EL and considered as a popular
format for geographic information system applications [I]. They have several
key features: small storage space, easy reading and writing, fast shape editing,
storing both spatial and attribute information, and supporting point, polyline
and polygon geometry types [38].

The two most-known watermark embedding approaches were implemented
in MATLAB version R2014b (8.4.0.150421) on a 64-bits Windows-PC. The way
watermarks of different sizes were embedded, is explained in the following sec-

tion.

4.2. Watermark Insertion Process

For the watermark embedding process, two main prevalent approaches were
used and compared: (1) a coordinate-based approach (shown in Fig[5a)) and (2)
a distance based approach (shown in Fig. These approaches have shown,
practically, a better resilience to map changes/attacks such as: rotation, trans-
lation, scaling, simplification and interpolation [39, 40]. In both approaches,
clustering is used to control the size of the watermark in relation to map size,
as well as distribute the watermark throughout the map. Clustering is used to
identify locations in the map for embedding the watermark [30].

Both approaches mentioned above uses the bounding box property in ESRI
shapefiles, which identifies the boundaries of each polygon in the map [38]. Poly-

gons’ bounding box centers are calculated in both axes, as shown in Equation

Shttp://www.mapmakerdata.co.uk
Shttp://www.esri.com/
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Original Map - ESRI Shapefile .shp Original Map - ESRI Shapefile .shp
. J . J
! - !
Computing the bounding box Computing the bounding box
center of each polygon (z., yc) )L center of each polygon (z., yc) )
s . % N s . % 7
Selecting random K-centers Selecting random K-centers
L from the calculated centers )L from the calculated centers )
¥ ¥
Clustering all-centers into K-clusters 1 ( Clustering all-centers into K-clusters
by using K-means clustering method I by using K-means clustering method

{ Watermark embedding by ap- } { Watermark embedding by ap- }

plying index odd-even coding plying index odd-even coding

i )
EWatermarked Map - ESRI Shapefile .shp} EWatermarked Map - ESRI Shapefile .Shp}

(a) The coordinates based approach (b) The distance based approach

Figure 5: Two different watermark insertion approaches

15
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Tmin + Tmax Ymin + Ymax
& oy, = 2 et 8
5 Y 5 (8)

where . and y. are the coordinates of a polygon’s center in z and y axes

Te =

respectively; X, is the minimum vertex coordinate in the x-axis; Tjqe 1S
the maximum vertex coordinate in the x-axis; ym,in is the minimum vertex
coordinate in the y-axis; Ymas is the maximum vertex coordinate in the y-axis;
Tmin, Tmazs Ymin aNd Ymag are each of 8-byte length [38].

The k-means clustering method is used to cluster the bounding box cen-
ters, as the polygons’ representatives, in order to determine the positions for
embedding the watermark. More precisely, through this process, a number of
polygons are identified as locations for embedding the watermark. The k-means
method is relatively simple, easy to implement, and needs a predefined number
of clusters (k) — see reference [39] for more detail. The experiments were set up
with values of k that represent approximately 25%, 33% and 50% of the total
number of polygons. In this way, the size of the watermark is controlled, which
allows evaluating the proposed metrics for different watermark sizes.

The watermark is constructed by adding or subtracting a bit value of 1 from
either z and y vertex coordinate values (coordinate-based approach) or distance
length values (distance-based approach) within the selected polygons (identified
by k-means clustering).

The watermark is embedded by applying odd-even indexing, which is one of
the most popular embedding approaches [41], [22], [40], [39], [30]. This approach
is formally represented as in Equation @

T-1, if OES(I)=o0dd
W; = (9)

T+1, if OES(I)=even
where W; is the ith bit value of the watermark; OES stands for Odd-Even
Status; I is the order index of the watermark embedding position value; T is
the value of the 4th digit of the embedding position value, after the decimal
point. The following two subsections detail the embedding procedure for the

coordinate-based and distance-based approaches.

16
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4.2.1. Coordinates-based Embedding

In this approach, the embedding space is the x and y vertex coordinate val-
ues. The watermark is embedded by comparing the OES (Odd-Even Status) of
I which represents the sequential order of the vertex within the set of polygon’s
vertices. As shown in Equation 7 the conditions are set based on two scenar-
ios: (a) if the OES of T is odd, 1 will be subtracted from the value of T', which
represents the 4th bit after the decimal point of the = and y vertex coordinate

values; (b) if the OES of I is even, 1 will be added to the value of T'.

vy = v, £0.0001 & vy =wv, £0.0001 (10)

where v; and v, are the new vertices’ coordinates after embedding the water-
mark according to the aforementioned condition, in Equation @; vz and v, are

the original vertices’ coordinates before inserting the watermark bits.

4.2.2. Distance-based Embedding
In this approach, the embedding space is the mean distance length values.
The distance length is calculated by measuring the distance from the polygon

bounding box top right corner to its center, as illustrated in Equation .

Lc - \/(xc - xmam)2 + (yc - ymax)z (11)

where L. is the distance length; z. and y. are the center coordinates in  and
y axes, respectively; T,,qr and Ymqr are the top right bounding box corner
coordinates in the x and y axes, respectively.

As shown in Equation @D, the watermark is embedded by comparing the
OES (Odd-Even Status) of the I variable, which represents the order index of
the mean-distance length values. Similarly to the coordinate-based approach,
the conditions are set based on two scenarios: (a) if the OES of I is odd, 1 will
be subtracted from the value of T (b) if the OES of I is even, 1 will be added
to the value of T'.

After applying the OES to change the values of L., the new values of distance
length will be represented by L}. The change rate o, is calculated as depicted

17
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in Equation :
e = =< (12)

The change rate a. is used to change all vertices of polygons that belong

to each cluster’s center on the basis of the embedding condition, as given in

Equation .

vy = vy +2(l —ae) & vy = acvy +ye(l - ae) (13)

Both embedding approaches should lead to contrasted readings in overlaps
and gaps as the size of the watermark increases; the same should occur for dis-
closures for the coordinate-based approach (the distance-based approach does
not lead to disclosures). In other words, the more watermark bits are included,
the more issues with topology will occur. As a metric should allow comparison
across different map sizes, as well as watermark size (and not simply penalise
bigger watermarks), the metrics are defined as the number of topological is-
sues (disclosures/gaps/overlaps) relative to the watermark size. Consequently,
similar metrics were expected across the maps of different size and across the
different sizes of watermarks, with some expected variety due to the random-
ness involved in the selected polygons for embedding (with varying numbers
of vertices) and the odd-even status of the embedding locations; these random
variations are further discussed in the next section.

Consequently, to show the reliability of the overall metric, the experimental

results should show the following:

1. The disclosure metric for the coordinate-based approach will depend on the
number of vertices in the watermarked polygons, thus leading to variations
unrelated to the map size or watermark size; if all watermarked polygons
have an even number of vertices, there will be no disclosures, while if all
watermarked polygons have an odd number of vertices, all will have disclo-
sures. The probability for a watermarked polygon to have either an odd or
an even number of polygons is 0.5; thus, for higher numbers of watermarked

polygons, the M1 metric would be expected to have values around 0.5, while

18
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for fewer watermarked polygons, a higher variety would be expected in the

metrics’ values.

2. The gaps and overlaps metrics for both embedding approaches should have
very similar values; since all watermarked vertices will lead to either a gap
or an overlap, two phenomena are expected: (a) approximately half of the
vertices will lead to gaps and half to overlaps, which would results in values
of approximately 0.5 for metrics M1 and M2; (b) when the previous does
not happen due to randomness, there will be a complementarity between the

number of gaps and overlap, i.e. the more gaps, the fewer overlaps;

3. The overall metric for the coordinate-based approach will follow the variation
in the disclosure metric, as it is an average of the disclosure, overlaps and gaps

metrics, and the overlaps and gaps metrics should display little variation;

4. The overall metric for the distance-based approach should be very similar for
all maps and all watermark sizes, as there are no disclosures for this embed-
ding approach, and the overlaps and gaps metrics should be complementary

(i.e. the more gaps, the fewer overlaps).

The next section presents the results and discusses them in terms of our

expectations outlined above.

5. Results and Discussion

This section presents the results of our experiment in relation to the three
metrics corresponding to the three topology rules for polygons, as well as the
overall metric. The results are discussed in relation to the experimental setup
and the expectations outlined in the previous section.

The disclosure metrics for all datasets are given in Table [2] and Fig. [6} this
is just for the coordinate-based approach, as for the distance-based approach
there are no disclosures due to the embedding process.

As expected, the results show an increase in disclosures proportionate to

the watermark size, i.e. the larger the watermarks, the higher the number of
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Table 2: The disclosure metric for the coordinate-based embedding method; Notes: n, =

number of watermarked polygons; D = number of disclosures; M; = disclosure metric.

Dataset Map Ny Coordinate
D M,
1 MOR (25%) 12 3 0.25000
MOR (33%) 16 3 0.18750
MOR (50%) 24 9 0.37500
SWA (25%) 14 8 0.57143
SWA (33%) 18 9 0.50000
SWA (50%) 27 15 0.55556
2 CNG (25%) 12 4 0.33333
CNG (33%) 16 6 0.37500
CNG (50%) 23 11 0.47826
GIN (25%) 14 9 0.64286
GIN (33%) 19 11 0.57895
GIN (50%) 28 17 0.60714
3 EGY (25%) 33 14 0.42424
EGY (33%) 3 22 0.51163
EGY (50%) 65 29 0.44615
CHA (25%) 87 50 0.57471
CHA (33%) 116 69 0.59483
CHA (50%) 174 92 0.52874
4 GHA (25%) 35 18 0.51429
GHA (33%) 46 26 0.56522
GHA (50%) 69 38 0.55072
BUF (25%) 88 44 0.50000
BUF (33%) 117 61 0.52137
BUF (50%) 176 86 0.48864
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Table 3: The overlap metrics for coordinate-based and distance-based embedding methods;

Notes: V3, = number of watermarked vertices; O = number of overlaps; M2 = overlap metric

Coordinate Distance

(@] Mo o Mo

1 MOR (25%) 2105 1067 | 0.50689 1094 | 0.51971
MOR (33%) 2729 1382 | 0.50641 1386 | 0.50788
MOR (50%) 4275 2165 | 0.50643 2225 | 0.52047
SWA (25%) 1808 922 | 0.50996 1093 | 0.60454
SWA (33%) 2793 1419 | 0.50806 1559 | 0.55818
SWA (50%) 4174 2119 | 0.50767 2424 | 0.58074
2 CNG (25%) 3510 1770 | 0.50427 1860 | 0.52991
CNG (33%) 4194 2115 | 0.50429 1682 | 0.40105
CNG (50%) 6036 3043 | 0.50414 2720 | 0.45063
GIN (25%) 6277 3138 | 0.49992 3115 | 0.49626
GIN (33%) 9046 4526 | 0.50033 4397 | 0.48607
GIN (50%) 13887 6947 | 0.50025 6930 | 0.49903
3 EGY (25%) 4055 2065 | 0.50925 2126 | 0.49824
EGY (33%) 2855 1478 | 0.51769 1612 | 0.56462
EGY (50%) 4504 2328 | 0.51687 2467 | 0.54774
CHA (25%) 4887 2538 | 0.51934 2486 | 0.50870
CHA (33%) 6933 3595 | 0.51853 3782 | 0.54551
CHA (50%) 10004 5187 0.51849 5082 0.50800
4 GHA (25%) | 59299 | 29417 | 0.49608 | 30301 | 0.51099
GHA (33%) | 94058 | 46648 | 0.49595 | 49442 | 0.52565
GHA (50%) [133860 | 66401 | 0.49606 | 70292 | 0.52513
BUF (25%) 26270 | 13206 | 0.50270 | 13886 | 0.52859
BUF (33%) 36404 | 18304 | 0.50280 | 18677 | 0.51305
BUF (50%) 54854 | 27593 | 0.50303 | 29217 | 0.53263

Dataset| Map Vi
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Figure 6: Coordinate-based method disclosure metrics (Mz).
disclosures — see the 4th column (D) in Table The M; metric does not entirely
preserve this proportions (see Fig. @ due to the randomness involved in the odd-
even status of the number of vertices in a polygon, i.e. if the watermark is added
to a polygon with an odd number of vertices, there will be no disclosure, while
if the watermark is added to a polygon with an even number of vertices, there
will be a disclosure.

When looking at the variations of the M; metric for the same map with dif-
ferent watermark sizes, it is noticeable that these are relatively small with most
differences smaller than 0.09. The biggest variations take place for the MOR
(0.19) and CNG (0.15) maps, which is not surprising since these are the maps
with the smallest number of polygons (at it is known that the randomness effect

stabilizes for larger numbers). Unsurprisingly, the smallest variation occurs for
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BUF (0.03), which is the map with the highest number of polygons.
The experimental results for the overlap metric (Mz) are displayed in Table
Fig. [7] and Fig. [§] for both watermarking approaches.
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Figure 7: Coordinate-based approach overlap metric (Mz).

As expected, the higher the number of watermarked vertices, the higher the
number of overlaps (columns 4 and 6 in Table . The only exception to this is
for the Map of Egypt, where the 33% watermark results in fewer watermarked
vertices than the 25% watermark. This is due to our embedding procedure in
which a number of polygons is selected in which the watermark is inserted, thus,
the number of watermarked vertices overall depends on the number of vertices
in each polygon selected for embedding. In the case of the Map of Egypt—33%),
the polygons selected for the embedding of the watermark had fewer vertices

overall than the polygons selected for the Map of Egypt—25%.
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As expected, for both embedding approaches, overlaps metrics are very simi-
lar regardless of map size and watermark size. For the same maps with different
watermark sizes, for the coordinate-based approach, the average difference is
0.00109 with a standard deviation of 0.00221. For the distance-based approach,
the average is 0.03041 and the standard deviation is 0.03166.

Overall, the overlap metric for all maps ranges between 0.49595 and 0.51934
for the coordinate-based approach and between 0.40105 and 0.60454 for the
distance-based approach. Thus, it is noticeable that the coordinate-based ap-

proach leads to more similar values than the distance-based approach.
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Figure 8: Distance-based approach overlap metric (M2).

Table [d] Fig. 0] and Fig. [10] displays the gap metrics for both coordinate-

based and distance-based approaches. As expected, the more vertices are wa-

termarked, the more gaps occur, with the exception for the Map of Egypt men-
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Table 4: The gap metrics for coordinate-based and distance-based embedding methods: Notes:

Vi = number of watermarked vertices; G = number of gaps; M3 = gaps metric.

Coordinate [2] Distance [22]

G M3 G M3

1 MOR (25%) 2105 1038 0.49311 1011 0.48029
MOR (33%) 2729 1347 | 0.49359 1343 0.49212
MOR (50%) 4275 2110 0.49357 2050 0.47953
SWA (25%) 1808 886 0.49004 715 0.39546
SWA (33%) 2793 1374 0.49194 1234 0.44182
SWA (50%) 4174 2055 0.49233 1750 0.41926
2 CNG (25%) 3510 1740 0.49573 1650 0.47009
CNG (33%) 4194 2079 0.49571 2512 0.59895
CNG (50%) 6036 2993 0.49586 3316 0.54937
GIN (25%) 6277 3139 0.50008 3162 0.50374
GIN (33%) 9046 4520 0.49967 4649 0.51393
GIN (50%) 13887 6940 0.49975 6957 0.50097
3 EGY (25%) 4055 1990 0.49075 2141 0.50176
EGY (33%) 2855 1377 | 0.48231 1243 0.43538
EGY (50%) 4504 2176 0.48313 2037 0.45226
CHA (25%) 4887 2349 0.48066 2401 0.49130

Dataset| Map Vw

CHA (33%) 6933 3338 | 0.48147 3151 0.45449
CHA (50%) 10004 4817 | 0.48151 4922 0.49200
4 GHA (25%) | 59299 29882 | 0.50392 28998 0.48901
GHA (33%) | 94058 | 47410 | 0.50405 | 44616 0.47435
GHA (50%) (133860 | 67456 | 0.50394 63565 0.47487

BUF (25%) 26270 13064 | 0.49730 12384 | 0.47141
BUF (33%) 36404 18100 | 0.49720 17727 | 0.48695
BUF (50%) 54854 27261 0.49697 | 25637 | 0.46737
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tioned previously for overlaps - since the gap metric, like the overlap one, is
influenced by the total number of vertices in the watermarked polygons, the
same effect occurs.

For the same maps with different watermark sizes, for the coordinate-based
approach the average difference is 0.00120 and the standard deviation is 0.00235.
For the distance-based approach, the average is 0.03108 and the standard devi-
ation is 0.03125.

Overall, the gap metrics range between 0.48147 and 0.50405 for the coordinate-
base approach and between 0.39546 and 0.59895 for the distance-based ap-
proach. Similar the overlaps metric, it is noticeable that a smaller range occurs

for the coordinate-based approach compared with the distance-based approach.
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Figure 9: Coordinate-based approach gap metric (M3).

For the overall metrics, the results are displayed in Table [5 Fig. [II] and
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Figure 10: Distance-based approach gap metric (Maz).
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Fig. For the coordinate-based approach, the overall metric values are be-
tween 0.39583 and 0.54762, while for the distance-based approach the metrics
are 0.33333 for all maps and all watermark sizes. For the distance-based ap-
proach, the same values are occurring due to the lack of disclosures (thus, the
lower value) and the complementarity between gaps and overlaps (i.e. a wa-
termarked vertex will lead to either a gap or an overlap), i.e. when more gaps
occur, there are fewer overlaps (as reflected in the M2 and M3 metrics).

For example, the SWA (25%) map has a large number of overlaps reflected
in a high M2 metric, i.e. 0.60454, and a lower number of gaps reflected in a low
M3 metric, i.e. 0.39546 (the two metrics add up to 1); the M2 and M3 metrics

add up to 1 for all maps. As there are no disclosures, and each metric has the

same weight, the overall metric becomes 1/3, i.e 0.33333.
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Figure 11: Coordinate-based overall metric (M).



Table 5: The overall metric (M) for coordinate-based and distance-based embedding methods.

Dataset Map Coordinate  Distance
M M

1 MOR (25%) 0.41667 0.33333
MOR (33%) 0.39583 0.33333

MOR (50%) 0.45833 0.33333

SWA (25%) 0.52381 0.33333

SWA (33%) 0.50000 0.33333

SWA (50%) 0.51852 0.33333

2 CNG (25%) 0.44444 0.33333
CNG (33%) 0.45833 0.33333

CNG (50%) 0.49275 0.33333

GIN (25%) 0.54762 0.33333

GIN (33%) 0.52632 0.33333

GIN (50%) 0.53571 0.33333

3 EGY (25%) 0.47475 0.33333
EGY (33%) 0.50388 0.33333

EGY (50%) 0.48205 0.33333

CHA (25%) 0.52490 0.33333

CHA (33%) 0.53161 0.33333

CHA (50%) 0.50958 0.33333

4 GHA (25%) 0.50476 0.33333
GHA (33%) 0.52174 0.33333

GHA (50%) 0.51691 0.33333

BUF (25%) 0.50000 0.33333

BUF (33%) 0.50712 0.33333

BUF (50%) 0.49621 0.33333
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Figure 12: Distance-based overall metric (M).

The experiments were set up with the purpose of showing that the metrics
allow comparisons between maps of different sizes, as well as different watermark
sizes. More specifically, this work looked at a variety of maps grouped into four
datasets covering the different combination of number of polygons and number
of vertices. Moreover, within the same dataset, maps that had opposite ratios
of numbers of vertices per polygon were chosen. The results show that the
metrics are comparable across this variation in map size properties, with a few
exceptions explained by the randomness involved in the embedding process.

By looking at different watermark sizes, the metrics were tested in terms
of their accurate reflection of the number of distortions. As the number of

distortions are proportionate to the size of the watermark, an increase in the

number of distortions were expected as the size of the watermark increased,
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which has been shown in the results. Because the metrics are defined as the
number of distortions relative to the size of the watermark, it is expected that
the metrics for the same map with the different watermark sizes would be very
similar, with only small differences in values.

The results showed this consistency in the values of the metrics between
the same map with watermarks of different size. The results were more con-
sistent for the overlap and gap metrics than for the disclosure metric for the
coordinate-based approach. The higher variability in the disclosure metric could
be explained as a consequence of the odd-even indexing used in the embedding
process. Another aspect related to the higher variability in the disclosure metric
is the fact that the disclosure metric is defined in relation to the number of wa-
termarked polygons, while the overlap and gap metrics are defined in relation to
the number of vertices. As the number of polygons has a smaller range than the

number of vertices, the metrics show more variation for the disclosure metric.

6. Conclusions and Future Work

In this paper, the importance of a metric to assess topological distortions
in watermarked vector maps is discussed, and a metric for polygon-based vec-
tor maps is proposed. This paper looked at three distortions that can occur
when polygon topology rules are broken in the watermarking process: polygon
disclosures, overlaps and gaps.

Maps and watermarks of different sizes were used, as well as two different
watermarking approaches to test the metrics; thus, four datasets were used,
where each dataset had varying degrees of size in terms of number of polygons
and number of vertices. Each dataset contained two maps, which had opposite
ratios of number of vertices per polygon. By using k-means clustering to embed
the watermark, the size of the watermark is controlled and experimented with
three sizes corresponding approximately to 25% (16-117 polygons), 33% (12—
88 polygons) and 50% (24-176 polygons) of the number of polygons in the

original maps. The results indicate that the metrics allow comparisons between
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watermarked maps of different sizes and of different watermark sizes, and, thus,

can be used to asses the quality of watermarked vector maps.

The proposed metric described and tested in this paper is a first step towards

a standard metric for watermarked vector map quality that assesses topological

distortion. Further research and experiments will be carried out on addressing

the problem of the randomness in the map polygon indexes associated with odd-

even coding to further understand the behavior of the metric in extreme cases.

Also, the possibility of introducing different weights for the different topological

aspects will be investigated.
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